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OSINT



    ALWAYS LEARN AND LEARN ALSO CURIOUS 

    MONITORING AND DATA COLLECTION

    BEWARE FAKE NEWS, PROPAGANDA, PYSOPS AND OTHER

KEEP A NOTES KEY OF OSINT



    Journalism 

    national defense 

    general

ROLE OF OSINT



    PUBLIC INFORMATION (OPEN SOURCE DATA)

    ethics, Boundaries, Ethics and Compliance

    Compliance with Relevant Local, National and International Laws

LEGAL AND RULE OF OSINT



    INDONESIA E.G UU PDP, UU ITE

    eUROPE E.G GDPR 

    UNITED STATE E.G CCPA

LEGAL CONSIDERATIONS AND 
INTERNATIONAL LAW



    Respect for Privacy and Avoidance of Harm

    Data Accuracy and Transparency

    Misuse of Authority

ETHIC IN OSINT



    INTERNET (pUBLICATION, NEWS, FORUM AND DATASET) 

    soCIAL MEDIA

    GIS (geographic information system)

WHERE IS DATA COME FROM



    to many information and updates quickly (DYNAMIC INFORMATION) 

    DISINfo and propaganda and deepfake

    accuray and validate data

CHALLENGE IN OSINT
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WHY OSINT IS 
IMPORTANT?



    BRAND REPUTATION 

    Early Threat Detection

    Enhances Situational Awareness E.G TRENDS, ISSUE, GEOPOLOTICS

IMPORTANT OF OSINT
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METHODE OF 
OSINT



DATA 
PROCESSINGTEXT  INTEL

DATA BROKER, 
METADATA

DATA CORELATION
CATEGORY DATA

DATA 
COLLECTION AND 

ENRICHMENT
PLANNING

DORKING, 
SCRAPPING

ANALYSIS

5W + 1H SENTIMENT 
ANALYSIS

how osINT 
WORK IN 

IntellIgence

VERIFY DATA REPORT AND 
ARCHIVE



JIEYAB INTEL BASE
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CYCLE OF 
INTELLIGENCE



ANALYSIS
COLLABORATION

CSINT, HUMINT, 
SIGINT & ETC

DATA CORELATION
DATA CATEGORY

DATA 
COLLECTION AND 

ENRICHMENT
PLANNING

WIRETAPING AND 
MONITORING

OPSEC

ANONYMITY & 
REPEAT 

TECHNIQUE

CIA
(Confidentiality, 

Integrity, Availability)

CYCLE OF 
IntellIgence

REPORT AND 
EVIDENCE

EVALUATION



JIEYAB89 THINGS IN OSINT

OPSEC TIPS FOR 
OSINT
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OPSEC



OPSEC FOR OSINT 

OPSEC TIPS FOR 
OSINT



FUNDAMENTAL OF OPSEC
    Confidentiality 

    INTEGRITY  

    Availability 



PROCTECT 
THE IDENTITY 

USING VPN AND 
DIFFERENT HOST

DATA BURNER

PERSONA
(IN CYBER 

SPACE)

SANDBOXING
PROCTECT THE 
INFORMATION

NETWORK 
SANDBOXING

TEMP EMAIL, 
PHONE, FAKE E 

KYC

SETTING UP 
FORWARDER E.G 

PROXY 
PERSONA 

(IN REAL WORLD)

CONFIDENTIALITY

CREATE A 
NETWORK E.G 
SOCIAL MEDIA 
AND CAREER

FAKE IT UNTIL MAKE IT
(MAKE IT AUTHENTIC)



MAINTAIN 
DATA 

ACCURACY 
AND 

CONSISTENCY

PREVENT 
UNAUTHORIZED 

DATA 
MODIFICATION

VALIDATE DATA 
SOURCE AAND 
INFORMTION

DEPLOY SECURE 
DATA STORAGE

PROCTECT THE 
DATA

DEPLOY IAM

PROCTECT DATA 
TAMPERING

ENSURE 
TRACEABILITY 

AND 
ACCOUNTABILITY 

OF CHANGES

PRESERVE THE 
ORIGINAL STATE OF 

EVIDENCE AND 
COLLECTED 

INFORMATION

INTEGRITY

EVALUATION



ARCHIVE THE 
DATA AND 

INFORMATION

ENCRYPTION THE DATA 
AND INFORMATION

PREVENT AND 
SECURING THE DATA 

STORAGE 

THIRD PARTY 
AND LOCAL 

STORAGE

MAINTAIN SECURE BACKUPS 
OF COLLECTED DATA

PROCTECT THE 
DATA STORGE 

AND 
INFORMATION

DATA STORAGE 
AND INFORMTION 

BACKUP

AVAILABILITY

ENSURE 
INFORMATION 

REMAINS 
ACCESSIBLE AND 

DATA LOSS
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OSINT BASIC 
PRACTICE



GOOGLE DORKING 

GOOGLE DORKING



GOOGLE DORKING 

GOOGLE DORKING



GOOGLE DORKING 

GOOGLE DORKING



    ACTIVE RECCON

    PASSIVE RECCON

RECONNAISSANCE



RECONNAISSANCE - ACTIVE

HUMINT

MAPPING THE 
INFORMATION

DIG INFORMATION THE 
TARGET

SOCIAL 
ENGINEERING

KNOWING THE 
TARGET

Direct 
Communication 
with the Target

IDENTIFICATION 
AND WEAKNESS

DATA 
COLLECTION



RECONNAISSANCE - PASSIVE

OPEN SORUCE 
DATA

MAPPING THE 
INFORMATION

SOCIAL MEDIA
DATA BROKER

KNOWING THE 
TARGET

Indirect 
Communication 
with the Target

IDENTIFICATION 
AND WEAKNESS

DATA 
COLLECTION



RECONNAISSANCE - ACTIVE

    realtime data and information 

    Access to Additional Information and high Risk of Detection 

    Deeper Insight and high cost



RECONNAISSANCE - PASSIVE

    limited data and information 

    Legal and Ethical Safety and Low Risk of Detection  

    Cost-Effective and open source data



RECONNAISSANCE - ACTIVE 
EXAMPLE

ACTIVE 
RECCON



RECONNAISSANCE - PASSIVE 
EXAMPLE

PASSIVE 
RECCON



OSINT TOOL LIST
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STUDY CASE 
EXERCISE (LIVE)



THANK YOU!


